TryHackMe Writeup # 1

Room / Challenge: Detecting Web Attacks

Author: Abyan Ahmed
Date: 10/10/2025

TL;DR

Learn common client-side and server-side attack types Understand the benefits and
limitations of log-based detection Explore network traffic-based detection methods
Understand how and why Web Application Firewalls are used

Overview / Goal

Web attacks are one of the most popular ways attackers can get access to target systems. In
this room that I am doing, I am going to learn how to identify these types of threats and the
way we can detect them, using industry-standard tools.

Tools & Environment
e VPN/ Lab: TryHackMe

e machine: http://10.201.85.47/

e Tools used: wireshark

Client Side Attacks:

What class of attacks relies on exploiting the user's behavior or device?:

v Correct Answer

What is the most common client-side attack?:

What is the most common client-side attack?

v Correct Answer




Server-Side Attacks:

What class of attacks relies on exploiting vulnerabilities within web servers?:

~ Carrect Answer

Which server-side attack lets attackers abuse forms to dump database contents?:

~ Correct Answer

Log-Based Detection:

Begin by opening up the access.log file on the desktop:

Wireshark

access.log

O11L

What is the attacker's User-Agent while performing the directory fuzz?:

"FEUF v2.1.0"

(Look at the logs for access via text file, then check the GET section, you can see the



user agent all the way at the end.)

What is the name of the page on which the attacker performs a brute-force attack?

SO Fwa 1l LY LI IR T I L £
-0000] "POST /login.php HTTP/1.8" 20
-0000] "POST /login.php HTTP/1.8" 30
-0000] "POST HTTP/1.0" 20
-0000] "POST /login.php HTTP/1.8" 20

What is the complete, decoded SQLi payload the attacker uses on the
/changeusername.php form?

Ny
192.168.1.10 - - [20/Aug/2025:07:38:20 +0000] "GET /account/changeusername.php? Syt raie s
YR P AL e 7Yl HTTP/1.1" 200 289 "sqglmap/stable"

URL Decoder/Encoder

q=%" OR '1'='1

(Copy paste the highlighted text, right after the changeusername.php, and paste
into a decoder of your choosing.)

Network-Based Detection:

What password does the attacker successfully identify in the brute-force attack?:



source Destination Protocol Length Info

2025-08-20 07:38:09.812486 192.168.1.10 192.168.1.9
314 2025-608-20 07:38:09.813927 192.168.1.9 192.168.1.180 TCP 74 80 -
315 2025-08-20 ©7:38:09.813995 192.168.1.10 152.168.1.9 TCP 66 33994

A7:2AR-AQ R1AAGA 192 1R 1 1A 192 1AR 1 Q HTTP
0\ stre traffic.pcap

User-Agent: Mozilla/5.8 (Hydra)
Content-Length: 42

: Apache/2.4.52 (Ubuntu)
: Thu, 19 Nov 1981 08:52:00 GM

Content-Length: ©
Connection: close
Content-Type: text/html; charset=UTF-§|

(make sure to follow the HTTP stream to see details. At the top of wireshark, make
sure to input the following “ http . response . code == 302" this will ensure that it will
only view SUCCESSFUL logins.)

What is the flag the attacker found in the database using SQLi?:



437 2025-08-20 138:21.004644 - 1N : Sal: 49642 — B0 [SYN] Seq=0 Win=
438 2025-08-20 :38:21.005794 - Ll : Sal 80 — 49642 [SYN, ACK] Seq=0
439 2025-08-20 138:21.005857 - qak c Ll 49642 — B0 [ACK] Seq=1 Ack=
440 2025-08-20 :38:21.006112 - Ll ¢ Salks GET /account/changeusername
441 2025-08-20 138:21.007069 : Ll c Sake 80 — 49642 [ACK] Seq=1 Ack=
442 2025-08-20 ] B g HTTP/1.1 260 OK (text/htm
443 2025-08-20 138:21.009671 - Rl ‘ L 49642 — 80 [ACK] Seq=507 Ac
444 2025-08-20 138:26.012938 - 1 . . 80 _. 49642 [FIN,_ ACK] Seq=6
445 2025-08-20 :138:26.013202 . : st B = ]

446 2025-08-20 : H .014282

HTTP/1.1 280 0

Date: Wed, 20 Aug 2825 B7:38:20 GM

Server: Apache/2.4.52 (Ubuntu)

Expires: Thu, 19 Nov 1981 ©8:52:00 GM
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache]

</form><p><strong>DEBUG: SQL Query:</strong> SELECT id, user]
email FROM users WHERE username LIKE '%%' OR '1'='1%'</p=>1
alice | alice@example.com<br>2 | bob | bob@example.com<br>3 | admi

r

Stream 44 |
Find Next

Print

(in highlighted text) I found the flag by setting the wireshark filter to http.request ==
403, which is an forbidden, because since the person is trying to do a SQL injection,

it probably indicated that it was malicious and returned a 403. Also, it had OR in the

info section of wireshark, which separated it compared to the others.

Web Application Firewall

What do WAFs inspect and filter?



v Correct Answer

Create a custom firewall rule to block any User-Agent that matches "BotTHM".

Create a custom firewall rule to block any User-Agent that matches “BotTHM™ .

Lessons Learned /

Learned more about client side attacks and server side attacks
Did log based analysis via wireshark and txt file log

Explored WAFs

Created Rules to defend against web requests

Did Network Traffic Analysis

+++++++++++HHH+HHErEEHFIN+

TryHackMe Writeup # 2

Room / Challenge: Active Reconnaissance

Author: Abyan Ahmed
Date: 10/24/2025

TL;DR

This room will focus primarily on Active reconnaissance, making direct connections with the
target machine. We will be finding out things like client IP address, when the connection was
made, and the duration etc. We will use tools like ping, tracerroute, as well as telnet.

Overview / Goal

I am aiming to become more familiar with these tools as they are essential to have if active
reconnaissance is done. Will get more skills in the red teaming field as well.

Tools & Environment
e VPN / Lab: TryHackMe



e Target machine: http://10.201.60.210/

e Tools used: ping, traceroute, telnet

Web Browser:

Browse to the following website and ensure that you have opened your Developer
Tools on AttackBox Firefox, or the browser on your computer. Using the Developer
Tools, figure out the total number of questions.

v Correct Answer @ Hint

Ping:

Which option would you use to set the size of the data carried by the ICMP echo
request?

Which option would you use to set the size of the data carried by the ICMP echo request?

(use man ping to find out more info)

What is the size of the ICMP header in bytes?

What is the size of the ICMP header in bytes?




Does MS Windows Firewall block ping by default? (Y/N)

v Correct Answer

Deploy the VM for this task and using the AttackBox terminal, issue the command
ping -c 10 10.201.60.210. How many ping replies did you get back?

Deploy the VM for this task and using the AttackBox terminal, issue the command ping -¢ 18 16.281.66.218 . How many ping replies did yol

v Correct Answer

Traceroute:

In Traceroute A, what is the IP address of the last router/hop before reaching
tryhackme.com?

tis the IP address of the last router/hop before reaching tryhackme.com?

In Traceroute B, what is the IP address of the last router/hop before reaching
tryhackme.com?

In Traceroute B, what is the IP address of the last router/hop before reaching tryhackme.com?

In Traceroute B, how many routers are between the two systems?


http://tryhackme.com
http://tryhackme.com

In Traceroute B, how many routers are between the two systems?

v Correct Answer

Start the attached VM from Task 3 if it is not already started. On the AttackBox, run

traceroute 10.201.60.210. Check how many routers/hops are there between the
AttackBox and the target VM.

60.210 (16.261.60.218) 06.372 ms 0.332 ms 0.326 ms
p-201-2-71:~# traceroute 16.201.60.210
e to 10.201.60.210 (10.201.60.210), 30 hops max, 60 byts

.60.210 (10.201.60.210) 0.426 ms 0.392 ms 0.377 ms
)-201-2-71:~# |

Telnet:

Start the attached VM from Task 3 if it is not already started. On the AttackBox, open
the terminal and use the telnet client to connect to the VM on port 80. What is the
name of the running server?

« Correct Answer



Es Cde character is '~]".
C b'r foreign host.
~# telnet 10.201.14.27 80

Connected to 10.2 Ul.l-"—'l.E?.
Escape character is '~]".
GET / HTTP/1.1
: telnet
/1.1 408 Request Timeout
Date: Fri, 31 Oct 2025 15:43:38 GMT
Server: Apache/f2.4.61 (Debian)

/html; charset=iso-

"-//IETF//DTD HTML 2.0//EN">

You can see that the running server is Apache, specifically running 2.4.61

What is the version of the running server (on port 80 of the VM)?

What is the version of the running server (on port 80 of the VM)?

+ Correct Answer

Right next to the server name



NetCat

Start the VM and open the AttackBox. Once the AttackBox loads, use Netcat to
connect to the VM port 21. What is the version of the running server?

Start the VM and open the AttackBox. Once the AttackBox loads, use Netcat to connect to the VM port 21. What is the version of the running server?

+ Correct Answer

(use the command nc 10.201.109.4 21 on the terminal.)

Lessons Learned /

e Learned many types of tools such telnet, netcat, traceroute, and ping.
Learned how to do active recon with these tools
e Utilized these commands in my own learning environment

++++++++++ A FIN+

TryHackMe Writeup # 3

Room / Challenge: Introduction to SIEM

Author: Abyan Ahmed
Date: 10/31/2025

TL;DR

SIEM, or Security Information Event Manager, is a core utility that many blue teamers use to
see events that are going on in a log based format, like seeing how many login attempts, an
IP address that logged in from an unusual place, etc.

Overview / Goal



I aim to get a better understanding on different types of log sources and the importances of
each one, identifying the limitations when working with isolated logs as well as
understanding the process itself behind altering and alert analysis.

Tools & Environment
e VPN/ Lab: TryHackMe

e machine: http://10.201.85.47/

e Tools used: SIEM Website

Introduction:

What does SIEM stand for?

~ Correct Answer

Logs Everywhere, Answers Nowhere:

Is Registry-related activity host-centric or network-centric?

v Correct Answer m

The reason for this is because these things are actually done in the host of the
machine rather than on the network.

Is VPN-related activity host-centric or network-centric?

Is VPN-related activity host-centric or network-centric?




Of course, VPN is a virtual private network, done in a network environment.

Why SIEM?

(This part is easy, you just read the information that is there and submit that you have read
the task, no actual submission.)

Log Sources and Ingestion:

In which location within a Linux Environment are HTTP logs stored?

v Correct Answer I

Alerting Process and Analysis:

Which Event ID is generated when event logs are removed?

v Correct Answer

What type of alert may require tuning?

v Correct Answer l

Lab work:



Top 10 event codes
@ 4525
[ &
[
[ R4
@ 4708
B 4524
@ 4572
129
Number of events
I Count
8,000
4 D00
2,000
o
Apr22 May22  Jun 22
Process Mame Count
chrome.exe 9,007
cmc.exe 3187
svchostexe 1,636

https://siem.internal/dashboard

Top 5 RDP connections

& 1021526275
& 10215251213
@ 196.156.67.90
& 196.156.220.253

MITRE ATT&CK

@ Technique=Co__.
@ MitreRef=T1016

@ Info=Unknown
Process

& MitreRef=T 1043
& MitreRef=T 1036

IP+Port Destination

1602541

162.82.12...
12.78.180.00
52.187.24...
72.21.81.240
13.78.187.58 3

4] 50 100

After clicking on the Start Suspicious Activity button, which process caused the alert?



Find the event that caused the alert and identify the user responsible for the process
execution.

~ Correct Answer

Why? Well because if you go in the event manager and scroll to the right, you can

see that chris was in the fact the one who had the process name :
C:\Users\Chris\temp\cudominer.exe

What is the hostname of the suspect user?

v Correct Answer I

Examine the rule and the suspicious process; which term matched the rule that caused the
alert?

~ Correct Answer ]



~ Correct Answer

Selecting the right ACTION will display the FLAG. What is the FLAG?

(Just click on the event itself)

THM{000_SIEM_INTRO}

Lessons Learned /

Learned more about SIEM tools and how they operate
How SIEMs aggregate information and logs

How they are categorized in severities

The different types of rules that are implemented

The visibility SIEM provides

+++++++++++HHH+HHErEEHFIN+



TryHackMe Writeup # 4

Room / Challenge: Active Directory Basics

Author: Abyan Ahmed
Date: 11/7/2025

TL;DR

Well, what is an active directory? This is Microsoft's way of simplifying the management of
devices as well as the users in the corporate environment. If anything, it is the backbone of
the corporate world.

Overview / Goal

I am very excited to complete this room as I really want to learn more about active directory. I
know this is a very important skill set that employers seek. I want to set up group policies as
well and understand how they work.

Tools & Environment
e VPN/ Lab: TryHackMe

e machine: http://10.201.85.47/

e Tools used: Windows

Windows Domains:

In a Windows domain, credentials are stored in a centralised repository called..

~ Correct Answer

The server in charge of running the Active Directory services is called...

v Correct Answer

Active Directory:



File Action View Help

] Active Directory Users and Computers

e | nE LB XEAE BmtaaTaR

| Saved Queries
v _fj thm.local
| Builtin
| Computers
2| Domain Controllers

« 5] THM

=T

|21 Management
2| Marketing

o Sales
| Users

: Active Directory Users and Computers |

| ForeignSecurityPrincipals
| Managed Service Accounts

| Research and Development

Mame

&, Christine
E;,Robert
E) Sephie

Type Description
User
User

User

&W

Copy...

Addto a group..
Disable Account
Reset Password...
Move...

Open Home Page
Send Mail

All Tasks

Cut
Delete

Rename
Properties

Help

Which group normally administrates all computers and resources in a domain?

What would be the name of the machine account associated with a machine named

TOM-PC?

Suppose our company creates a new department for Quality Assurance. What type

+ Correct Answer

v Correct Answer




of containers should we use to group all Quality Assurance users so that policies can
be applied consistently to them?

- 1 @~ 1

Managing Users in AD

EN Select Windows PowerShell

Corporation. All rights re




What was the flag found on Sophie's desktop?

4
File Edit Format View Help
THM{thanks_for_contacting_support}




The process of granting privileges to a user over some OU or other AD Object is called...

+ Correct Answer

Managing Computers in AD

~| Active Directory Users and Computers
File Action View Help
pe | 2 E 4B XELZ HE R RiET

: Active Directory Users and Computers ||| MName

| Saved Cueries
v 3 thm.local There are no items to
~| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipals
| Keys
LostAndFound
Managed Service Accounts
Program Data
| System
g THM
Users
MNTDS Cuctas
TPM Devices
Workstations
Servers




After organising the available computers, how many ended up in the Workstations OU?

7| Active Directory Users and Computers || Name Type
= S:'reld QL:E”ES 1% LPT-PHILLIP Compute
’ o t..mB' D_lc:_ 1%l [ PT-SOPHIE Compute
- CL” " " i!::LPT-THGMAS Compute
~| Computers =y
2| Domain Controllers l.::PC e Compute
~| ForeignSecurityPrincipals -'_""ZPC'D‘EI‘MEL Compute
7 Keys (R PC-MARK Compute
| LostAndFound 1% PC-MARY Compute

Managed Service Accounts
Program Data

System

2| THM

Users

NTDS Cuotas

TPM Devices

Workstations

Servers

There are 7 of course.

Is it recommendable to create separate OUs for Servers and Workstations? (yay/nay)

v Correct Answer

Group Policies




g Group Policy Management

15k File  Action View Window Help

e nF ol BmE

g ¥

&, Group Policy Management
v _{5 Forest: thm.local
~ |45 Domains
v 3 thmilocal
= Default Domain
=/ RDP palicy
2] Domain Contro
2] Servers
&1 THM
2] Workstations
Group Policy Ot
v WMI Filters
> L] Starter GPOs
» (g Sites
¥ Group Policy Modeling
[+ Group Policy Results

&

)

Group Policy Objects in thm.local

Conterts  Delegation

Name

:E:f Default Domain Controllers Policy
_EJ Default Domain Policy

=[ RDP policy

GPO Status
Enabled
Enabled
Enabled

WMI Filter
Nane
None
None

Modified

6/14/2022 12:17:02 AM
6/14/2022 12:20:48 AM
T/12/2022 12:38:26 AM

Qwner

Domain Admins (TH...
Domain Admins (TH...

Domain Admins (TH.




Policy Setting
Enforce password history 24 passwords remembered
Mzximum password age A2 days
Minimum password age 1days
Minimum password length 7 characters
Password must meet complexity requirements Enabled
Store passwords using reversible encryption Disabled
Account Policies/Account Lockout Policy
A t Policies/Kert Poli
Local Policies/Security Options
=] Group Policy Management Editor b — O X
File Action View Help
XA EEY
=/ Default Domain Policy [ADBASI! =] e
v (i Computer Configuration i ) o o
- Select an item to view its description.  Mame
5 [ Policies
5 [7] Preferences & Computer Configuration
v %, User Configuration i User Configuration

5 [ Policies
5 [ Preferences




~ || Administrative Temp
~ || Control Pznel

-] Add or Remo

| Display

| Personalizatic

~| Printers

| Programs

| Regional and

Desktop

Metwork

Shared Folders

Start Menu and T

Lo L

1] Policy Setting
%[ Group Policy Management Editor - O
File Action View Help
o= | = = =m
L AR lREY
=/ Default Domain Policy [ADB ~ || policy - Policy Setting
v i C.omputerCDmclguratlon Enforce password histo 24 passwords remembered
= Polici b P Yy p
' clicies 3
- ; . Maximurm password age 42 days
| Software Settings g i
v [ Windouws Setting: 1) Minimum password age 1 days
= Narne Resolut inimum password length 10 characters
= Seripts (Startu 1) Minimum password length audit Mot Defined
; Deployed Prin 1o Password must meet complexity requirements Enabled
v B Security Settir gy Store passwordwsing reversible encryption Disabled
v 5 AccountP
= Passwe
_ffj Accou
_:fa Kerber
& Local Polic
Eﬂ Event Log
4 Restricted
4 Systemn Se
4 Registry
4 File Systen
Zof Wired Net
= Windows |
| Network L
Zaff Wireless N
| Public Key
| Software F
| Applicatio
@ IP Security
7| Ad
| Advanced v
| PN o T L ——
< >
>
i, User Configuration "I Display
~ || Policies "| Personalization
w || Software Settings _| Printers
[ Software installat | Programs
~ [ Windows Settings "I Regional and Language Options
=l Scripts (Logon/Ld \i=| Hide specified Control Panel items Mot configured Mo
T Security Settings |i=| Always open All Control Panel ltems when opening Control ... Not configured No
@ F‘]If‘E' Redirectio] |=|;Prohibit access to Control Panel and PC settings Enabled Mo
> i Policy-based Qo \i5| Show only specified Control Panel items Mot configured Mo
o= Deployed Printer, |i=] Settings Page Visibility Mot configured No




What is the name of the network share used to distribute GPOs to domain
machines?

+ Correct Answer

Can a GPO be used to apply settings to users and computers? (yay/nay)

v Correckt Answer

Authentication Methods

Will a current version of Windows use NetNTLM as the preferred authentication protocol by
default? (yay/nay)

~ Correct Answer

When referring to Kerberos, what type of ticket allows us to request further tickets known as
TGS?

v Correct Answer

When using NetNTLM, is a user's password transmitted over the network at any point?
(yay/nay)

~ Correct Answer



Trees, Forests and Trusts

What is a group of Windows domains that share the same namespace called?

v Correckt Answer

What should be configured between two domains for a user in Domain A to access a
resource in Domain B?

gured Detw

v Correct Answer

Lessons Learned /

Learned more about Active Directory

Understood how group policies work and how they operate
Utilized powershell to use RDP to test if policies applied
Made my own group polices within an active directory

++++++++++ b FIN+ A+



TryHackMe Writeup # 5

Room / Challenge: Linux Logging for SOC

Author: Abyan Ahmed
Date: 11/14/2025

TL;DR

Linux has always been the top-dog or leader in terms of servers or embedded systems. If you
want to be an SOC Analyst, you're going to need to be experienced in linux, investigating
linux alerts as well with incidents.

Overview / Goal

In this lab I am to explore authentication, runtime, as well as system logs on linux. I also want
to learn more commands and pitfalls when I am working with these specific logs as well as
uncovering tools like auditd monitor and how to actually report these events.

Tools & Environment
e VPN/ Lab: TryHackMe

e Machine: http://10.201.105.220/

e Tools used: THM Linux-Machine
Working with Text Logs:

Use the /var/log/syslog file on the VM to answer the questions. Which time server
domain did the VM contact to sync its time?

near un

ntp.ubuntu.com

What is the kernel message from Yama in /var/log/syslog?



-09T13:45:4:
indful.
-11-14T13
indful.

(becoming mindful)

Authentication Logs:

Continue with the VM and use the /var/log/auth.log file. Which IP address failed to
log in on multiple users via SSH?

in from
user admin from

- support fr




Xerxes followed by the “usermod” definition.

Common Linux Logs:

According to the VM's package manager logs,

which version of unzip was installed on the system?

se with caution in scripts.

oot@thm-vm:/home/ubuntu$ cat /home/ubuntu/.bash history

5 LI su

zip unzip

Runtime Monitoring:



Which Linux system call is commonly used to execute a program?

~ Correct Answer

Can a typical program open a file or create a process bypassing system calls?
(Yea/Nay)

_ —_— I

Using Auditd

When was the secret.thm file opened for the first time? (MM/DD/YY HH:MM:SS)

Note: Access to this file is logged with the "file_thmsecret" key.

What is the original file name downloaded from GitHub via wget?

Note: Wget process creation is logged with the "proc_wget" key.

sg=audit(08/13/25 18:29:14.700:1523) : proctitle=wget https://github.com/projectdiscovery/naabu/releases/doy

-0 /tmp/naabu.zip



Which network range was scanned using the downloaded tool?

Note: There is no dedicated key for this event, but it's still in auditd logs.cd

v Correct Answer @ Hint

Lessons Learned /

Learned a lot more about linux logging

Learned more bash commands like grep to find specific items
Learned that logs are kept in the /var/log/ folder, usually in p-text

The top sources are auth.log, runtime logs, etc

Bash history can be unreliable as it is easy to manipulate, auditd is the
best.

+++++++++++HHH+HHErEEHFIN+

TryHackMe Writeup # 6


http://logs.cd

Room / Challenge: SOC Role in Blue Team

Author: Abyan Ahmed
Date: 11/21/2025

TL;DR
How is the company structure within a SOC L1 Analyst role? Who exactly is overseeing the
team and what other types of security departments exist? We will find out in this room

Overview / Goal

In this room I am to understand more of the concept of blue team and why they are
important in a cyber security department. Also, understanding where SOC's place within the
company’s structure.

Tools & Environment
e VPN / Lab: TryHackMe

e machine: http://10.201.85.47/

e Tools used: Given Website Within Room

Security Hierarchy:

Which senior role typically makes key cyber security decisions?

_ —_— I

What is the common name for roles like SOC analysts and engineers?

v Correct Answer



Meet the blue team:

Does the Blue Team focus on defensive or offensive security?

v Correct Answer

Which department handles active or urgent cyber incidents?

~ Correct Answer

l

Advancing SOC Career:

How would you call a cyber security company providing SOC services?

~ Correct Answer

Which role naturally continues your SOC L1 analyst journey?

v Correct Answer

Final Challenge:



Seven security tasks require an action, and you have to choose the right people to deal with every one of them.
Observe the roles on the top, drag the correct roles, and drop it on the corresponding scenario below.

@ Alice W Eugen Susan Nick g Ben
@®» Threat Researcher é SOC Engineer S0C L2 Analyst GRC Auditor Penetration Tester

SIEM created an alert \ “—b The HR manager Anna

about FW-NY-01 firewall gt 0 launched a phishing

brute-force. Who should - - malware. Who should
triage the alert? e make a deep analysis?

The office in France was Our servers storing the credit
somehow hit with ransomware. cards require PCI DSS audit.
Immediate response is required! Who can help us here?

N

y =

& . I

Who can check the new The SIEM is unavailable due to FINT threat group actively
version of tryhackme.thm a storage limit. Who can targets our company. Who
for vulnerabilities? investigate the issue? can analyze their tactics?

What flag did you claim after completing the final challenge?:



SIEM created an alert
about FW-NY-01 firewall
brute-force. Who should

triage the alert?

o Lueas | SOCLLAnalyst

The office in f
somehow hit witl
Immediate respor

o

Who can check the new
version of tryhackme.thm
for vulnerabilities?

O

o

1

Congratulations - All assignments are correct!

The answer to the TryHackMe question is:

The HR manager Anna
launched a phishing

malware. Who should

make a deep analysis?

X
; storing the credit
ire PCI DSS audit.

(g) = THM({trysecureme_is_secured!} ® n help us here?

I.: 3

The SIEM is unavailable due to
a storage limit. Who can
investigate the issue?

¢
-
FIN7 threat group actively

targets our company. Who
can analyze their tactics?

& tugen | socEngineer

Lessons Learned /

Learned more about how the SOC team works and operates
The hierarchy of different security positions

Differences between red teaming and blue teaming

Most people start with blue teaming, aka soc analysts

[N\ 2 L L o o

TryHackMe Writeup # 7

Room / Challenge: Threat Intelligence Tools

Author: Abyan Ahmed
Date: 11/27/2025

TL;DR

This room is going to go over the main concepts of threat intelligence and how it can be



useful in various applications.

Overview / Goal

I will be learning the basics the threat intelligence

I will also learn more about the threat classifications

I will be using UrlScan.io to actually see the malicious URLs
Utilizing Abuse.ch to track malware as well as botnet indicators
Use Cisco's Talos for intel gathering.

Tools & Environment
e VPN /Lab: TryHackMe
e Tools used: abuse.ch, urlscan.io, phishtools, cisco talos intelligence

Threat Intelligence:

This area is simple, just read the contents and carry on.

_ 7 Correct Answer

UrScan.io:

What was TryHackMe's Cisco Umbrella Rank based on the screenshot?

v Correct Answer

How many domains did UrlScan.io identify on the screenshot?

This website contacted 17 IPs in 4 countries across 13 domains to perform 109 HTTP

transactions. The main IP is 2606:4700:10::ac43:1b0a, located in United States and belongs t

What was the main domain registrar listed on the screenshot?


http://urlscan.io
http://abuse.ch
http://abuse.ch
http://urlscan.io

ALl l Talehd, JUITY LT LW B, i T Ll % 0 %]

Domain registrar;: NAMECHEAP INC

What was the main IP address identified for TryHackMe on the screenshot?

This website contacted 17 IPs in 4 countries across 13 domains to perform 109 HTTP
transactions. The main IP is 2606:4700:10::ac43:1b0a, located in United States and belongs to

Abuse.ch:

The IOC 212.192.246.30:5555 is identified under which malware alias name on
ThreatFox?:

Malware: [ Mirai |

Malware alias: Katana

First seen: 2020-12-27 07:34:56 UTC
Last seen: 2025-11-27 18:22:50 UTC
Number of 10Cs: 25'310

Which malware is associated with the JA3 Fingerprint
51c64c77e60f3980eea90869b68c58a8 on SSL Blacklist?:

2018-12-17 07:47:19 51c64c77e60f39802ea20869b68c58a8 [ Dridex ] 281298

2018-12-08 09:42:54 cb98a24ee4b9134448ffb5714fd870ac [ Dridex | 5145

From the statistics page on URLHaus, what malware-hosting network has the ASN
number AS140617?



9 AS14061 DIGITALOCEAN-ASN == US 5 days, 3 hours, 34 minutes 60221

10 AS16509 AMAZON-02 == US 3 davs. 12 hours. 13 minutes 58'326

Which country is the botnet IP address 178.134.47.166 associated with according to
FeodoTracker?

AS name: SILKMNET-AS
Country: =+ GE
PhishTool:

What social media platform is the attacker trying to pose as in the email?

You have 5 new message(s)

by Patrick Cook

Show message

Never miss an update with LinkedIn app

Nownload the ann

Click on the email on the email and you will see that it says linkedin.

v Correct Answer n



What is the senders email address?

IEI

darkabutla@sc500.whpservers.com

agecare@notsmail.com <cabbagecare@notsmaill.com= &

What is the Originating IP address? Defang the IP address.

Transport; Tue, 29 Mar 2022 20:39:28 +0000
Received: from sc500.whpservers.com (2ESROSISSNTRINbY

DM6NAM1OFTO30.mail.protection.outlook.com (10.13.152.224) with Microsoft
SMTP Server id 15.20.5102.17 via Frontend Transport; Tue, 29 Mar 2022

Make sure to right click on the email file itself and open it with Pluma to see the
contents.

e ——

|204[.193[.]183[. 111

You need to use cyberchef to defang the Ip address. The IP address is the non
hexadecimal one, so use that one.

How many hops did the email go through to get to the recipient?



B Emailt.eml x

1 Received: from DB9P194MB1386.EURP194.PROD.OUTLOOK.COM (2603:10a6:10:296::24) by
2 AM8BP194MB1513.EURP194.PROD.QUTLOOK.COM with HTTPS; Tue, 29 Mar 2022 20:39:29
3 +0000

4 Recelved: from DM3PR12CAGG63.namprdl2.prod.outl com (2603:160b6:8:56::31) by
5 DBSP194MB1386.EURP194.PROD TLOOK.COM (2603: 10:296::24) with Microsoft
6 SMTP Server (version=TLS1 2, cipher=TLS ECDHE RSA WITH_ AES 256 GCM SHA384)

7 id 15.20.5102.17; Tue, 29 Mar 2022 20:39:28 +0000

8 Recelve from DM6NAM1GFTA38.eop-naml@.prod.protection.outlook.com

9 (2603: 56:cafe::5d) by DM3PR12CAB063.outlook.office365.com

18 (2603:16b 6::31) with Microsoft SMTP Server (version=TLS1 2,

11 cipher=TLS_ECDHE_RSA WITH_AES 256 GCM SHA384) id 15.20.5123.13 via Frontend
12 Transport; Tue, 29 Mar 2022 20:39:28 +0000

13 Received: from sc500.whpservers.com (204.93.183.11) by

14 DM6NAM1OFTO30.mail.protection.outloock.com (10.13.152.224) with Microsoft

15 SMTP Server id 15.20.5182.17 via Frontend Transport; Tue, 29 Mar 2822

16 20:39:27 +0000

17 Authentication-Results: spf=none (sender IP is 204.93.183.11) smtp.mailfrom=sc500.whpser

4 Received from that email, check the top!

Cisco Talos Intelligence

What is the listed domain of the IP address from the previous task?

Lookup data results for

scnet.net

What is the customer name of the IP address?



riginAs:
ustomer:

P
2O
\CY

Scenario 1

According to Email2.eml, what is the recipient's email address?

chris.lyons@supercarcenterdetroit.com &

(Just click on the email file itself, after doing so, check the top for the email
address.)

On VirusTotal, the attached file can also be identified by a Detection Alias,
which starts with an H.

You need to find the hash of the file, which is
435bfc4c3a3c887fd39c058e8c11863d5dd1f05e0c7a86e232c93d0e979fdb28,
derived from the attachment within the Email2.eml

Scenario 2

What is the name of the attachment on Email3.eml?



Sales_Receipt 5606.x1s

What malware family is associated with the attachment on
Email3.eml?

% Dridex Malware L

b collection of fles, wrl's, ip's and domains related to the makw:

Lessons Learned /

Learned different types of threat intelligence tools

Utilized these tools to find out if they are malicious or not

Analyzed phishing emails and found out why they were suspicious

Used Cisco Talos Intelligence to figure out where IP addresses came from
and utilized whois to find more information about the iP address.

++++++++H e FIN

TryHackMe Writeup # 8

Room / Challenge: Intro to Log Analysis

Author: Abyan Ahmed
Date: 10/10/2025

TL;DR

Learn common client-side and server-side attack types Understand the benefits and
limitations of log-based detection Explore network traffic-based detection methods
Understand how and why Web Application Firewalls are used

Overview / Goal
Web attacks are one of the most popular ways attackers can get access to target systems. In

this room that I am doing, I am going to learn how to identify these types of threats and the
way we can detect them, using industry-standard tools.



Tools & Environment
e VPN / Lab: TryHackMe

e machine: http://10.201.85.47/

e Tools used: wireshark

Client Side Attacks:

What class of attacks relies on exploiting the user's behavior or device?:

~ Correct Answer

What is the most common client-side attack?:

What is the most common client-side attack?

v Correct Answer

Server-Side Attacks:

What class of attacks relies on exploiting vulnerabilities within web servers?:

~ Carrect Answer

Which server-side attack lets attackers abuse forms to dump database contents?:

v Correct Answer



Log-Based Detection:

Begin by opening up the access.log file on the desktop:

Wireshark

access.log

O11L

What is the attacker's User-Agent while performing the directory fuzz?:

"FEUF v2.1.0"

(Look at the logs for access via text file, then check the GET section, you can see the
user agent all the way at the end.)

What is the name of the page on which the attacker performs a brute-force attack?

pielv vV Fua LY LI I T I L £
-0000] "POST /login.php HTTP/1.0" 20
-0000] "POST /login.php HTTP/1.0" 30
-0000] "POST HTTP/1.0" 20
-0000] "POST /login.php HTTP/1.0" 20

What is the complete, decoded SQLi payload the attacker uses on the
/changeusername.php form?



Criyon oy
192.168.1.10 - - [20/Aug/2025:07:38:20 +0000] "GET /account/changeusername.php? Syt raie s

Y ECFILEDLPYEl HTTP/1.1" 200 289 "sqlmap/stable”

URL Decoder/Encoder

q=%" OR '1'='1

(Copy paste the highlighted text, right after the changeusername.php, and paste
into a decoder of your choosing.)

Network-Based Detection:

What password does the attacker successfully identify in the brute-force attack?:



source Destination Protocol Length Info

2025-08-20 07:38:09.812486 192.168.1.10 192.168.1.9
314 2025-608-20 07:38:09.813927 192.168.1.9 192.168.1.180 TCP 74 80 -
315 2025-08-20 ©7:38:09.813995 192.168.1.10 152.168.1.9 TCP 66 33994

A7:2AR-AQ R1AAGA 192 1R 1 1A 192 1AR 1 Q HTTP
0\ stre traffic.pcap

User-Agent: Mozilla/5.8 (Hydra)
Content-Length: 42

: Apache/2.4.52 (Ubuntu)
: Thu, 19 Nov 1981 08:52:00 GM

Content-Length: ©
Connection: close
Content-Type: text/html; charset=UTF-§|

(make sure to follow the HTTP stream to see details. At the top of wireshark, make
sure to input the following “ http . response . code == 302" this will ensure that it will
only view SUCCESSFUL logins.)

What is the flag the attacker found in the database using SQLi?:



437 2025-08-20 138:21.004644 - 1N : Sal: 49642 — B0 [SYN] Seq=0 Win=
438 2025-08-20 :38:21.005794 - Ll : Sal 80 — 49642 [SYN, ACK] Seq=0
439 2025-08-20 138:21.005857 - qak c Ll 49642 — B0 [ACK] Seq=1 Ack=
440 2025-08-20 :38:21.006112 - Ll ¢ Salks GET /account/changeusername
441 2025-08-20 138:21.007069 : Ll c Sake 80 — 49642 [ACK] Seq=1 Ack=
442 2025-08-20 ] B g HTTP/1.1 260 OK (text/htm
443 2025-08-20 138:21.009671 - Rl ‘ L 49642 — 80 [ACK] Seq=507 Ac
444 2025-08-20 138:26.012938 - 1 . . 80 _. 49642 [FIN,_ ACK] Seq=6
445 2025-08-20 :138:26.013202 . : st B = ]

446 2025-08-20 : H .014282

HTTP/1.1 280 0

Date: Wed, 20 Aug 2825 B7:38:20 GM

Server: Apache/2.4.52 (Ubuntu)

Expires: Thu, 19 Nov 1981 ©8:52:00 GM
Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache]

</form><p><strong>DEBUG: SQL Query:</strong> SELECT id, user]
email FROM users WHERE username LIKE '%%' OR '1'='1%'</p=>1
alice | alice@example.com<br>2 | bob | bob@example.com<br>3 | admi

r

Stream 44 |
Find Next

Print

(in highlighted text) I found the flag by setting the wireshark filter to http.request ==
403, which is an forbidden, because since the person is trying to do a SQL injection,

it probably indicated that it was malicious and returned a 403. Also, it had OR in the

info section of wireshark, which separated it compared to the others.

Web Application Firewall

What do WAFs inspect and filter?



v Correct Answer

Create a custom firewall rule to block any User-Agent that matches "BotTHM".

Create a custom firewall rule to block any User-Agent that matches “BotTHM™ .

Lessons Learned /

Learned more about client side attacks and server side attacks
Did log based analysis via wireshark and txt file log

Explored WAFs

Created Rules to defend against web requests

Did Network Traffic Analysis

+++++++++++HHH+HHErEEHFIN+



